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Abstract

With the increasing demand for powerful machine-learning models, data is becoming
a valuable resource. However, centralized servers can only host a limited amount. Thus,
added to privacy concerns, Federated Learning (FL) is currently the go-to framework to
train large and data-hungry models without compromising privacy or the accuracy of the
model. The success of FL is tightly linked with particular properties of the distributed
data, namely homogeneity. The involved workers, each holding their own share of the data,
are assumed -optimistically- to provide unbiased gradients of the objective function that
will contribute to the convergence of the optimization method to a minimum. However,
in many cases, this assumption is violated, either unintentionally because the data in each
worker is inherently different. Or intentionally, in what is referred to in the literature as
byzantine behavior. Therefore, it is no longer wise to trust the updates sent by the workers
blindly and hope for the best, especially in large-scale applications where the involved
workers are not necessarily known entities and might not be liable for misuse. To this end,
we propose a corrupt update filtering mechanism that adopts adaptive aggregation weights
on the received update to represent their historical usefulness throughout the training. We
consider α (the mixing weights vector) a parameter to be optimized as well. We leverage
optimization techniques (gradient descent, derivative-free optimization) to update the α
before applying it to update the original parameters x. We get a comparable convergence
rate to standard minibatch SGD in the smooth and strongly convex case O( σ2m2

T |H|3 ), where
m is the number of workers, σ is the variance of the stochastic gradients, T is the iteration
counter, and |H| is the cardinality of the helpful workers’ set. Additionally, we empirically
prove the method’s merit through a series of experiments involving imagined byzantine
behaviors that the method successfully overcomes.
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Chapter 1

Background and motivation

1.1 Introduction

In the last decades, the scientific contributions in Artificial Intelligence (AI) have allowed
unprecedented results in many distinct fields [8, 9, 16], in many cases, machine learning
lies at the core of these achievements, by automating complicated tasks through learning
techniques, beating state of the art in any given task becomes a matter of time. A typical
supervised machine-learning problem consists of minimizing the number of instances where
the machine does the demanded task wrongly (e.g. give a wrong label to an image, regress
a very far value for a known data point, . . . ). This formulation turns a machine learning
problem into an optimization one, referred to as optimizing the loss function, which is a
function that measures the performance of the machine in the given task (i.e. the number of
misclassifications, accumulated error in a regression problem . . . ). Concretely, a machine-
learning problem aims to solve the following problem:

minL(x,y)∼D(ŷ, y), (1.1)

where L is a loss function (e.g. euclidean distance), D is the underlying data distribution
for the problem, and ŷ is the predicted label for x using a w-parameterized (or non-
parameterized) model h(x,w).

The loss function as per (1.1) is by nature stochastic, as we can never access all the
possible data points in a given problem. If we did, the problem would become trivial
because all possible inputs would already have an output.

Optimizing a stochastic loss objective when having access to a limited dataset has
been a challenge because of concerns about overfitting to the empirical samples, causing
poor generalization to the underlying data distribution. An immediate solution to this is
to provide an unlimited number of data points that will represent the actual distribution
with high confidence. But in practice, that is far from being possible, forcing existing
optimization methods to provide an approximate solution belonging to a neighborhood of
the true optimum proportionate to the local dataset size.
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Figure 1.1: Generic lifecycle of an FL model from training to deployment. (image Source
[12]).

Therefore, in many settings, where data is stored inherently in a distributed manner
and many data access regulations apply (General Data Protection Regulation (GDPR) in
Europe and California Consumer Privacy Act (CCPA) in the United States), attention has
switched towards collaborative learning, where multiple workers share the same objective
and hold their own share of the data. They then provide privacy-preserving information
to a trusted server that runs a defined optimization method and sends back the updated
model to the workers until a stopping criterion is met. This collaborative learning process
is referred to as Federated learning [15].

The canonical form for Federated Learning is the following optimization problem:

min
x∈Rd

f(x) :=
1

m

m∑
i=1

fi(x), where fi(x) = Eζi∼Di
[f(x, ζi)], (1.2)

where Rd is the parameter space, x is the parameters to be optimized (e.g., weights of a
neural network), and m is the number of workers.

3



Multi core FL

N# Workers 4-32 106 − 1010

Identical Objective Yes No
Reliable workers1 Yes No

Table 1.1: Comparison between multi-core optimization and federated learning.

Equation (1.2) happens to be the same objective for an ordinary multi-core distributed
optimization problem for the case where f1(x) = f2(x) = · · · = fn(x), therefore it is
insightful to compare the similarities between these two settings. Table 1.1 highlights the
key differences between multi-core optimization and FL.

To solve (1.2), the baseline method is distributed gradient descent:

x+ = x− η
1

m

m∑
i=1

∇fi(x). (1.3)

at each time, all the workers provide the full gradient over local data on the point
formed by the local model parameters state.

Theorem 1.1.1 For the right choice of step size η, the sequence generated by (1.3) will
converge to a critical point of (1.2) at a rate of:

∥∇f(x̂)∥2 ≤ O( 1√
T
),

where x̂ ∈ {x1, . . . , xT}.

In many cases, only a stochastic estimator of the gradients is available; thus, the update
turns into stochastic gradient descent.

x+ = x− η
1

m

m∑
i=1

gi(x), (1.4)

where gi is a usually unbiased estimator of the full gradient ∇fi.
the stochastic gradients used in (1.4) are usually assumed to have a bounded variance.

(i.e. E||∇fi(x) − gi(x)||2 ≤ σ2). The lower bound complexity for Stochastic Gradient
Descent (SGD) is presented in the following theorem.

Theorem 1.1.2 For the right choice of step size η, the sequence generated by (1.3) will
converge to a critical point of (1.2) at a rate of:

∥∇f(x̂)∥2 ≤ O( σ√
mT

), (1.5)

where x̂ ∈ {x1, . . . , xT}.
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Under Theorem 1.1.2, the benefit of collaborating is immediately obvious. Because,
We can reach a stationary point much more quickly for a large number of workers.

The rate presented in Theorem 1.1.2 is optimal for first-order methods in the nonconvex
setting [1] and thus any alteration of (1.4) will get the same rate or worsen it.

It is not hard to see the bottlenecks of the baseline distributed gradient descent. First,
the method is assuming access to full gradients of the workers, which is unpractical and
unattainable. Secondly, the method is requiring communication from all the workers all
the time, and thus can only progress as fast as the slowest worker.

Each of these challenges motivated an explosion of works in the literature proposing
creative solutions to overcome each burden. Stochastic gradient descent and its varia-
tions are now used instead of full gradient descent, LocalSGD and asynchronous SGD are
solutions to the communication bottleneck and many other branches of study.

Data heterogeneity

Since its emergence FL has been implemented ubiquitously to solve large-scale learning
problems [19, 27, 20, 18]. Allowing for the training of increasingly big models in terms
of architecture and training data sizes. In all cases in which FL gave impressive results
the key assumption was that the workers draw from the same underlying data distribution
D1 ≡ D2 ≡ · · · ≡ Dm, and thus it makes sense to share a common model between all
the involved workers. This assumption is as strong as it seems. One can think of many
scenarios where this does not necessarily hold (e.g. two mobile devices storing messages
from two different languages cannot collaborate to construct a sentence completer). This
observation gave birth to a new line of work focusing on settings where fi’s do not sample
from the same underlying distribution.

In fact, the defacto method to solve (1.2) is Federated Averaging (FedAvg) (Algorithm 9)
first introduced in [15] also known as LocalSGD, it consists of extending the traditional
SGD to the distributed setting. The novel part is using an inner loop to update local models
before averaging. Using this extra step reduces the number of communication rounds
between the server and the workers by a factor of K which is the number of local steps
done between two communication rounds. But due to heterogeneity of clients’ objectives,
FedAvg struggles to find a minimum of (1.2) because of shifts introduces in each round.
[13] discussed this thoroughly and highlighted the effect of heterogeneity when using local
steps.

Therefore, not only does heterogeneity cancel the benefits of collaboration, but it also
prevents convergence of LocalSGD-like methods to a minimum when collaboration can be
helpful.

While heterogeneity usually arises from the nature of data stored in each worker, in
some cases, it can be intentionally amplified by harmful workers in an attempt to drive the
training trajectory away from a minimum. This behavior is referred to in the literature as
byzantine attacks [3, 4].
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Figure 1.2: Heterogeniety can cause clients’ optimum to be randomly placed in the search
space, and the minimum of the averages of local objectives might not be the average of the
minimums, (image source [13]).

The byzantine generals problem [14] is a classic problem in computer science. The
simplified version of the problem is the following: assuming a fixed number of generals of
the Byzantine army are trying to agree on a battle plan, but a subset of them are traitors,
and their goal is to confuse the others and make them agree on a bad plan. The challenge
is to come up with an algorithm that would eliminate the effect of the traitor generals. In
the main work [14], it is shown that the problem is solvable with more than two-thirds of
the generals being loyal, i.e. one traitor general is able to confuse two loyal generals at
most.

In the context of federated learning, a byzantine attack consists of one or a group of
workers providing falsified updates to the server that do not represent their actual gradients.
If those updates are applied with the same weight as the correct updates, it can result in
an undefined behavior of the optimization method.

To showcase the dangers of byzantine attacks, we present the following lemma from [4].

Lemma 1.1.3 (Lemma 1 in [4]) For any vector U ∈ Rd, a single byzantine worker can
derail the training following the update (1.3) in the direction of U .

Proof: In fact, if a byzantine worker j provides a falsified gradient ∇̃f j(x) = mU −∑
i ̸=j

∇fi(x), then (1.3) becomes:

x+ = x− η
1

m
(
∑
i ̸=j

∇fi(x) + ∇̃f j(x)) = x− η
1

m

∑
i ̸= j∇fi(x) + η

1

m

∑
i ̸=j

∇fi(x)− ηU,

x+ = x− ηU.

□

Under Lemma 1.1.3, the harmful worker can choose U to be 0d and effectively stop the
training.

While Lemma 1.1.3 assumes that the byzantine workers have access to the gradients
provided by other workers, which is unrealistic and breaches the conditionality that the

6
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Figure 1.3: In this simulated example of heterogeneous workers, the collaboration led to
stopping the training and preventing it from reaching a minimum.

server claims, it is still insightful for understanding the effect of providing wrong gradients.
In fact, in many cases just providing a random vector, or worse providing a vector U that
is pointing to the opposite direction from the expected gradient ⟨U,∇fj(x)⟩ < 0, can harm
the training greatly.

Experiencing heterogeneity empirically

To further motivate the problem with heterogeneity and byzantine behavior, let us set up
imagined scenarios where this could take place:

Synthetic data. An illustrative example is shown in Figure 1.3(a), we artificially create
two workers with ”opposite” data distributions, with the feature space being X = R2 and
the label space being Y = {−1, 1}, and then we choose a logistic regression loss for the
objectives of worker 1 and worker 2.

fi(x) =
1

n i

ni∑
j=1

log(1 + exp(−yijaTijx)), i ∈ {1, 2},

where ai is the data matrix stored in each worker, yi is the corresponding label vector and
ni are the number of data points in each worker i.

We then run the standard gradient descent algorithm with the gradients received from
both workers to optimize f1. i.e. we generate the following iterative sequence:

x+ = x− η

2
(∇f1(x) +∇f2(x))

the results of running standard distributed gradient descent are shown in Figure 1.3(b),
where we notice a clear divergence of the loss objective. illustrating the effect of hetero-
geneity on the training process.
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Real data:
The problems with byzantine workers rise in real-world applications as well. In this part,
we train a neural network to classify images of digits using the popular MNIST dataset
[7]. The setting involves ten workers holding data in form of images of digits and their
respective labels. To simulate the behavior of byzantine workers, we shuffle the labels of
the images stored in half of the involved workers, this will result in five workers having
mislabelled images and thus will send the wrong gradients at each time. The results are
shown in Figure 1.4

0 10 20 30 40 50
iterations

1.6

1.8

2.0

2.2

2.4

lo
ss

 v
al

ue
Validation loss

Figure 1.4: With half of the ten involved workers being byzantine, distributed SGD could
not converge to an optimum

In light of the empirical experiments, it is obvious that the success of FL is tightly
linked with the involved workers being homogeneous in terms of their data. To that end,
a new line of work emerged recently, in which homogeneity is no longer taken for granted.
Namely: Personalized federated learning (PFL) [23].

In PFL, each worker cares about their objective primarily, resulting in a custom model
for each worker. As such, a filtering mechanism to eliminate workers who do not share the
same objective has to be implemented before or during the training. To that end, many
personalization techniques have been experimented with in the literature (see review paper
[26] and references therein). The broad technique branches are:

• No collaboration: The question to collaborate or not to collaborate is an ongoing
research direction, as in many cases the concerns of overfitting to the local data turn
into concerns of underfitting because of how different the newly introduced data by
the other workers is.

• Collaboration and then fine-tuning [11]: In these methods, the first step is to run
a standard federated training process and after that, fine-tune the resulting model
to each worker, this approach showed potential in real-world applications [22, 24].

• Clustering: This line of work consists of grouping the workers into clusters and
then running standard federated learning on each cluster, effectively eliminating the
negative effect of heterogeneous workers on each other. In this thesis, we focus on
this approach for personalization.
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1.2 Related work

Clustering the workers is a very intuitive solution to solve the heterogeneity issue. For
example, one can opt for the geographical proximity of the workers to form the clusters
assuming that workers belonging to the same geographical zone will likely sample from
the data distribution (e.g. two hospitals admitting patients from the same neighborhood
will likely have similar data). Yet, this information (The location of each worker) is not
always available to the server. Moreover, the assumption that the closer is better is not
always correct. Therefore the attention switched towards clustering based on the provided
updates by the workers (a worker is only as helpful as the information they provide).

The pioneering work that questioned the usefulness of each update received from the
m workers is Krum [3]. In which the authors formulated the problem of the existence of
harmful workers while training a machine learning model concretely. Their contribution
lies in answering the question of what is a good aggregation rule. Effectively generalizing
(1.3) to:

x+ = x− ηF (g1, g2, . . . , gm), (1.6)

where F is an aggregation rule used for the received vectors g1, . . . , gm from the m workers,
e.g. simple arithmetic average is the case of standard SGD.

To answer that question, they leverage the observation that good workers will give
updates that are close to each other in expectation. Assuming that there is f byzantine
among the m workers, the update rule F should look for the vector that minimizes the
distance between the vector itself and the closest n−f workers. (The paper used n−f −2
closest vectors instead due to technicalities.). That is using the notation i → j to say
gj belongs to the the set of n − f − 2 vectors closest to gi, the update rule should be
F (g1, g2, . . . , gm) = gi∗ such that s(i∗) ≤ s(i) :=

∑
i→j ∥gi − gj∥2. Intuitively, F should

pick the vector that is in the middle of a group n− f − 2 of vectors that are close to each
other. The authors labeled this rule function as Krum or Kr for short.

While the work has theoretical and empirical convergence guarantees when using the
Krum function as an update rule, it is very hard to ignore the strong assumptions leading
to those guarantees. staring by the assumption on the number of byzantine workers:
2f + 2 < m. This is in many cases unachievable and even worse unverifiable as the
information on the exact number of byzantine workers f is unknown. Also, the method is
unimplementable without knowing f . Moreover, the update rule F is only applying one
update from the m available at each time, this reduces the benefits of collaboration.

The second work that we estimate most related to this thesis is PFL-TC [25], the
approach is to leverage clustering algorithms theory to put the updates into fixedK clusters
and apply the updates from the workers into those clusters, a simplified version of the
method is resumed in Algorithm 1.

9



Algorithm 1 PFL-TC

Require: Learning rate η ,momentum parameter α, Number-Clusters K
1: for round t ∈ [T ] do
2: Server shares current states with worker xi,t−1

3: Each client i generates their local stochastic gradient gi(xi,t−1)
4: Compute the momentum and share it with the server

mi,t = αgi(xi,t−1)− (1− α)mi,t−1, i ∈ [m] (1.7)

5: Server runs Threshhold-clustering 2({mi,t}i∈m, {vkt0}k∈K) and get the new cluster
means {vkt}k∈[K]

6: The server updates the model of each worker

xi,t = xi,t−1 − ηvkt , i ∈ kt (1.8)

7: end for

Algorithm 2 Threshhld-clustering

Require: Points to cluster {x1, . . . , xm}, K number of clusters, initial cluster means
{v1,0, . . . , vK,0}

1: for round r ∈ [R] do
2: for cluster k ∈ [K] do
3: Set a threshold τk,r
4: Update cluster means as follows

yi =

{
xi ∥xi − vk,l∥ ≤ τk,r

vk,l−1 ∥xi − vk,l∥ > τk,r

vk,l =
1

n

m∑
i=1

yi (1.9)

5: end for
6: end for
7: return cluster means {vk = vk,R} and the clusters {Ck = {xi : ∥xi−vk,R∥ ≤ τk,R}}k∈[K]

To understand Algorithm 1, one should think of the updates (momentum or stochastic
gradient) as points in the space Rd. As with any scatter of points, they can be clustered.
in other words, we can leverage the extensive clustering literature to help us eliminate
heterogeneity.

Starting with this observation, The authors were able to get a rate (Theorem 3 in [25])
comparable to the optimal rate:

1

T

T∑
t=1

E∥∇fi(xi,t−1)∥2 ≤ O
(√

σ2

niT

)
, (1.10)
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with E∥gi(x, ζi) − ∇fi(x)∥2 ≤ σ and ni is the number of workers in the same cluster as
worker i.

Although successful in getting an optimal rate, the method is far from practical. In
fact, the assumptions that ensure convergence is very hard to verify as they depend on
the updates received from the workers on each round r. Yet, the work still serves as an
illustration of what update-based clustering can achieve.
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Chapter 2

Preliminaries

For a smooth and coherent reading of this thesis, we invite the reader to refer to this
chapter for the clarification of any notations or results that were used in the analysis
phases. This chapter is independent of the other chapters and can be accessed anytime
during the reading of this thesis.

2.1 Notation

We list the notation used throughout this thesis as follows

• We use m to denote the number of workers, and d to denote the parameter space
dimension. subsequently, Rd and Rm are the parameters and mixing weight spaces,
respectively. we use x and α to refer to the parameters and weights, respectively.

• Throughout the thesis, α is forced to stay in the probability simplex ∆ of Rm with
∆ defined as follows

∆ :=

{
(α1, α2, . . . , αm) ∈ Rm,

m∑
i=1

αi = 1, αi ≥ 0,∀i ∈ [m]

}
. (2.1)

• We use subscript to index a worker and superscript to index the round (e.g. αr
i refers

to the mixing weight of worker i at the r-th round.). occasionally, double superscripts
are used when needed and the notation is explained therein.

• 0m or 0d is used to denote the null vector of Rm and Rd, respectively.

• ζi is used to denote the random variables behind the randomness in the stochastic
gradients sent by the m workers.

• ftarget is used to denote the objective function and can be referred to as f for short.

• V is the stochastic validation function that the worker having ftarget as objective
provides to the server.

12



• We use superscript c to denote the complementary of a set in a mother set, e.g.
{1, 2}c in {1, 2, 3} is {3}.

2.2 Smoothness and strong convexity

Note that the choice of the norms in all the following equations is irrelevant since all norms
defined over Rd are equivalent (d is finite). All objectives in this thesis are assumed to be
smooth and strongly convex with parameters to be stated when needed.

2.2.1 Lipschitz smoothness

The term ”smoothness” used throughout this thesis, refers to the Lipschitz continuity of
the gradients of a function f . i.e. the function f satisfies

∀x, y ∈ Rd : ∥∇f(x)−∇f(y)∥ ≤ L∥x− y∥. (2.2)

Note that (2.2) has many equivalent definitions (Theorem 2.1.5 in [17]). We primarily
use the quadratic upper bound definition as in (2.3)

∀x, y ∈ Rd, f(x) ≤ f(y) + ⟨∇f(y), x− y⟩+ L

2
∥x− y∥2. (2.3)

2.2.2 Strong convexity

Strong convexity is a generalization of the standard convexity, for a µ ≥ 0, a function is
µ-strongly convex if it verifies:

∀x, y ∈ Rd, f(x) ≥ f(y) + ⟨∇f(y), x− y⟩+ µ

2
∥x− y∥2. (2.4)

For the case where µ = 0, the definition (2.4) turns into the standard definition of a convex
function.

Similarly, (2.4) has many equivalent definitions (Thereom 2.1.10 in [17]).

The strongly convex class of functions satisfies a very important property that makes
acquiring convergence rate for a global minimum of a given methodM possible:

f is strongly convex, x∗ is a local minimum =⇒ x∗ is a global minimum and it is unique.
(2.5)
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2.3 Projection onto the simplex properties

The projection operator P that sends a vector α̂ ∈ Rm to α ∈ ∆ requires algorithms of
similar complexity to the sorting algorithm to be applied. Additionality, it holds certain
useful properties that we shall list:

Proposition 2.3.1 (Proposition 2 in [6]) Let α̂ be in Rm and α be the projection of α̂
onto the probability simplex ∆:

∃τ ∈ R,∀i ∈ [m] : α = max{α̂− τ, 0}. (2.6)

Proposition 2.3.2 The projection operator to probability simplex ∆ is insensitive to shift-
ing:

∀α̂ ∈ Rm,∀c ∈ R : P(α̂ + c) = P(α̂). (2.7)

Following Proposition 2.3.1, let α be the projection onto ∆ of α̂ and denote I the set
of coordinates i such as: max{α̂i − τ, 0} = α̂i − τ . then

∑m
i=1 yi =

∑m
i∈I(α̂i − τ) = 1,

resulting in τ =
∑m

i∈I α̂i−1

|I| . Intuitively, the following algorithm to find τ can be constructed
as in Algorithm 3.

Algorithm 3 Projection onto probability simplex (Sorting)

Require: α̂ ∈ Rm the vector to be projected
1: Sort α̂ into u: u1 ≥ u2 · · · ≥ um

2: Set K := max
1≤k≤m

[
k :

∑k
i=1 α̂i−1

k
< uk

]
3: Set τ =

∑K
i=1 α̂i−1

K

4: For i ∈ [m], αi = max{α̂i − τ, 0}
5: return α

14



Chapter 3

New approach to solve heterogeneity

Our approach to solving the heterogeneity issue is based on the observation that applying
uniform weights to all the workers is not ideal, therefore it is intuitive to opt for a filtering
mechanism that lowers the impact of harmful workers. To address this, we leverage the
fact that ideally, the server will assign a 0 weight to the updates received from harmful
workers. Assuming the server’s access to a validation loss, we can evaluate the performance
of the workers on the validation loss that is representative of the objective function we are
trying to optimize. The intuition is that workers that worsen the validation loss will get
decreased weight and vice-versa. In this new framework, we take personalization to its
limit by putting each worker in the center of optimization and finding a custom model for
it before moving on to the next worker. Concretely we turn the canonical form of FL (1.2)
to (3.1).

arg min
x∈Rd

ftarget(x) := Eζ∼D[f(x, ζ)], (3.1)

with access to unbiased gradients of fi(x) := Eζi∼Di
[f(x, ζi)], i ∈ [n].

Under (3.1), it becomes clear that the task is to figure out which of the workers sample
from D. Subsequently, we transform the standard update from (1.3) to (3.2), a weighted
averaging rule:

x+ = x− ηx

n∑
i=1

αi∇fi(x), (3.2)

where we consider α a parameter to be optimized as well.

The approach to optimizing α is by providing a validation set to the server that can be
used to construct a differentiable function with respect to α validation function. Algorithm
4 summarizes the initial approach. The intuition is that if V is representative of ftarget then
those workers who increase the validation loss will decrease weights and vice versa.

The choice to project the mixing weights α to the probability simplex P allows the
method to be comparable with the standard SGD for example if all the workers are helpful
α following the update (4) and (5) will converge to the uniform weights as in standard
SGD.

15



Algorithm 4 Adaptive mixing weights SGD

Require: x0 – starting point, α0 initial averaging vector, Validation loss V
1: for r = 0, 1, . . . do
2: Receive M stochastic gradients ∇fi(xr, ζri ) from all workers
3: xr+1 = xr − ηx

∑M−1
i=0 αr

i∇fi(xr, ζri )

4: αr+1 = αr − ηα
∂V (xr+1)

∂α

5: Project αr+1 onto probability simplex
6: end for

Contributions

In light of the challenges and concerns discussed above, we list our contributions as follows

• We introduce a new personalized federated learning framework where one worker is
in the center of optimization and the others are helpers.

• Our methodology allows the elimination of updates received from harmful workers.

• Theoretically prove convergence to the optimum x∗ in the smooth and strongly convex
case at the optimal rate of O( σ2

T |H|).

• We run extensive experiments in both deterministic and stochastic cases with imag-
ined byzantine behaviors to prove the merit of the method.

3.1 Convergence guarantees

A good starting point to get a convergence rate for our approach is to concretely define
the notion of a helpful/harmful worker. While in standard SGD, workers are supposed to
provide unbiased stochastic gradients throughout the training, we adopt a more general
framework as per Definition 3.1.1.

Definition 3.1.1 For any x ∈ Rd, the cluster of helpful workers H(x) at point x is defined
as followed.

∀x ∈ Rd, i ∈ H(x) : ⟨∇V (x),∇fi(x, ζi)⟩ ≥ c∥∇f(x)∥2,
for some c ∈ (0, 1].

Also, denote H as the set of workers who are always helpful.

H =
⋂
k≥0

H(xk).

16



Algorithm 5 Adaptive mixing weights SignSGD

Require: x0 – starting point, α0 initial averaging vector. Validation loss V
1: for r = 0, 1, . . . do
2: Receive M stochastic gradients ∇fi(xr, ζri ) from all workers
3: xr+1 = xr − ηx

∑M−1
i=0 αr

i∇fi(xr, ζri )
4: αr+1 = αr − ηα Sign(∇αV (xr+1))
5: Project αr+1 onto probability simplex
6: end for

An implicit remark in Definition 3.1.1 is that H is never empty. Despite the fact that
it is decreasing in cardinality but it never touches 0 because at worst the worker that
provided ftarget is always in H. Or at best H := [m] and the setting becomes the same as
that of standard SGD.

Throughout this section, the following assumptions are made.

Assumption 3.1.2 The validation loss V is representative of the objective loss ftarget:

∀x ∈ Rd,E[V (x)] = ftarget(x),

where the expectation is taken with respect to the sampling of V .

Assumption 3.1.3 the objective loss ftarget is µ-strongly convex and L−smooth

∀x, y ∈ Rd :
µ

2
∥x− y∥2 ≤ f(x)− f(y)− ⟨∇f(y), x− y⟩ ≤ L

2
∥x− y∥2.

Assumption 3.1.4 The received stochastic gradients are bounded

∃B ≥ 0,∀x ∈ Rd : ∥∇fi(x, ζi)∥ ≤ B.

Assumption 3.1.5 The random variables ζi, i ∈ [m], are independent of each other.

∀x ∈ Rd,∀i ̸= j ∈ [m] : ⟨∇fi(x, ζi)− E[∇fi(x, ζi)],∇fi(x, ζj)− E[∇fj(x, ζj)]⟩ = 0.

3.2 SignSGD for the update of α

Algorithm 4 serves as the baseline for our contribution, to analyze the method we propose
a more controlled version of 4 based on SignSGD [2].

The modification in Algorithm 5 is to update α following Sign(∇αV (xr+1)). This
change gives the same reward to all the helpful workers at time k. As opposed to before
where the size of the gradient influenced the respective reward. To see this more clearly,
we construct an example where two simple two quadratic functions try to collaborate to
find the minimum of the first function, the results are shown in Figure 3.1.

Throughout the rest of this section, we refer to ftarget as f for simplicity.
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Figure 3.1: Running Algorithm 4 to find the mixing weights for gradients received from f1
and f2 will give a higher weight to f2, despite the fact that we are optimizing for f1.

Lemma 3.2.1 Let g ∈ Rd be a random vector, for any vector h, we have:

E[∥g − E[g]∥2] = E[∥g − h∥2]− E[∥E[g]− h∥2].

Following Definition 3.1.1 and Algorithm 5, we can track the way the mixing weights
for the workers H evolve through the following Lemma:

Lemma 3.2.2 For any time k ≥ 0:

∀k ≥ 0, ηx ≤
c∥∇f(xk)∥2

LB2
=⇒

∑
i∈H

αk+1
i ≥

∑
i∈H

αk
i .

Proof: Denote α̂k+1 as αk+1 before projection to simplex.
In fact the update for i ∈ H(xk):

α̂k+1
i = αk

i − ηα Sign[∇αV (xk+1)]

= αk
i − ηα Sign[∇αV (xk+1)]

Chain rule
= αk

i − ηα Sign

[〈
∂V (xk+1)

∂w
,
∂xk+1

∂α

〉]
(3)
= αk

i − ηα Sign

[
− ηx⟨∇V (xk+1),∇fi(xk, ζki )⟩

]
= αk

i + ηα Sign

[
⟨∇V (xk+1),∇fi(xk, ζki )⟩

]
,
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And in the other side:

⟨∇V (xk+1),∇fi(xk, ζki )⟩ = ⟨∇V (xk+1)−∇V (xk),∇fi(xk, ζki )⟩+ ⟨∇V (xk),∇fi(xk, ζki )⟩
(3.1.1)

≥ ⟨∇V (xk+1)−∇V (xk),∇fi(xk, ζki )⟩+ c∥∇f(xk)∥2
cauchy-schwartz

≥ −∥∇V (xk+1)−∇V (xk)∥∥∇fi(xk, ζki )∥+ c∥∇f(xk)∥2
A 3.1.3,A 3.1.4

≥ −LE∥xk+1 − xk∥B + c∥∇f(xk)∥2

(3),
∑m

i=1 α
k
i =1

≥ −ηxLB2 + c∥∇f(xk)∥2,

Therefore for ηx ≥ c∥∇f(xk)∥2
LB2 =⇒ Sign

[
⟨∇V (xk+1),∇fi(xk, ζki )⟩

]
= 1.

And thus:

ηx ≥
c∥∇f(xk)∥2

LB2
=⇒ α̂k+1

i = αk
i + ηα. (3.3)

For the second part of the proof we consider two cases:

The first case, ∀i ∈ [m] : E[α̂k+1
i ] = α̂k

i + ηα then α̂k+1 = αk + ηα, projection is
invariant by shifting:

=⇒ αk+1 = P(α̂k+1) = P(αk) = αk,

=⇒
∑
i∈H

αk+1
i ≥

∑
i∈H

αk
i .

The second case: ∃i ∈ [m]/{H} : α̂k+1
i = αk

i or α̂k+1
i = αk

i − ηα

Following Proposition 2.3.1:

∃τ ∈ R : αk+1
i = max{α̂k+1

i − τ, 0}.

Assume τ > ηα then:

=⇒
m∑
i=1

αk+1
i = 1

=⇒
m∑
i=1

max{α̂k+1
i − τ, 0} = 1

=⇒
m∑
i=1

max{α̂k+1
i − ηα, 0} > 1

∑m
i=1 max{α̂k+1

i −ηα,0}≤
∑m

i=1 max{αk
i ,0}=⇒

m∑
i=1

max{αk
i , 0} > 1

=⇒
m∑
i=1

αk
i > 1.
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Contradiction with
∑m

i=1 α
k
i = 1, therefore τ ≤ ηα

And:

αk+1
i = max{α̂k+1

i − τ, 0}
≥ max{α̂k+1

i − ηα, 0},

αk+1
i

(3.3)

≥ αk
i .

And finally, we conclude:

∀k ≥ 0, ηx ≤
c∥∇f(xk)∥2

LB2
=⇒

∑
i∈H

αk+1
i ≥

∑
i∈H

αk
i .

□

Corollary 3.2.3 For a k ∈ N, if
∑
i∈H

αk
i = 1 then:

∀i ∈ [m]/Hk : ∀K ≥ k : αK = 0.

Lemma 3.2.4 Let k ≥ 0, for an i ∈ [m] : if ⟨∇V (xk),∇fi(xk, ζki )⟩ < 0, and ηx ≤
−⟨∇V (xk),∇fi(x

k,ζi)⟩
LB2 and ηα ≥ 1− 1

m
+ 1

|H| then:

αk+1
i = 0.

Proof: Denote α̂k+1
i as αk+1

i before projection. Assume ⟨∇V (xk),∇fi(xk, ζki )⟩ < 0

α̂k+1
i = αk

i + ηα Sign

[
⟨∇V (xk+1),∇fi(xk, ζi)⟩

]

From the other side:

⟨∇V (xk+1),∇fi(xk, ζi)⟩ = ⟨∇V (xk+1)− V (xk),∇fi(xk, ζi)⟩+ ⟨∇V (xk), gki ⟩
≤ ∥∇V (xk+1)−∇V (xk)∥∥∇fi(xk, ζi)∥+ ⟨∇V (xk), gki ⟩
≤ L∥xk+1 − xk∥∥∇fi(xk, ζi)∥+ ⟨∇V (xk),∇fi(xk, ζi)⟩

≤ ηxL
m∑
i=1

αk
i ∥∇fi(xk, ζi)∥B + E[⟨∇V (xk),∇fi(xk, ζi)⟩]

≤ ηxLB
2 + ⟨∇V (xk),∇fi(xk, ζi)⟩,
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We conclude that for ηx < −⟨∇V (xk),∇fi(x
k,ζi)⟩

LB2 =⇒ ⟨∇V (xk+1),∇fi(xk, ζi)⟩ < 0. And

thus: ∀i ∈ Hc : α̂k+1
i = αk

i − ηα.

Following Proposition 2.3.1:

∃τ ∈ R : αk+1
i = max{α̂k+1

i − τ, 0} = max{αk
i − ηα − τ, 0},

Assume τ < 1
m
− 1

|H| =⇒ ∀i ∈ H : αk+1
i = αk

i + ηα − τ > 1
m
+ ηα − 1

m
+ 1

|H| >
1

|H|
(contradiction with ∀i ∈ [m], αk

i ≤ 1
|H|), thus τ ≥

1
m
− 1

|H| .

And finally choosing ηα ≥ 1− 1
m
+ 1

|H| =⇒

∀i ∈ Neg(xk) : α̂k+1
i − τ = αk

i − ηα − τ ≤ 0 =⇒ αk+1
i = 0. (3.4)

□

Corollary 3.2.5 Following Lemma 3.2.2 and Lemma 3.2.4, if ∃î ∈ [m] such as:
⟨∇V (xk),∇fi(xk, ζki )⟩ < 0 for a small enough ηx, we have

∑
i∈Hk

αk+1
i ≥

∑
i∈Hk

αk
i +

|Hk|
m− 1

αk
î
. (3.5)

We now present the main convergence theorem for Algorithm 5.

Theorem 3.2.6 Let all assumptions hold, starting from a uniform mixing weights α0 =
( 1
m
, . . . , 1

m
),and choose

ηkw = min
i∈Neg(xk)

{ (2k+1)m
(k+1)2|H|µc ,

c∥∇f(xk)∥2
LB2 , −⟨∇V (xk),∇fi(x

k,ζi)⟩
LB2 }, and ηα ≥ 1− 1

m
+ 1

|H| . we have:

E[f(xk+1)− f ∗|xk] ≤ mB2(m− |H|)
|H|(k + 1)µc

+
4Lσ2

(k + 1)µc

m2

|H|3
+ L

4m2

(k + 1)|H|2µ2c2
|Hc|B2, (3.6)

with Neg(w) := {i ∈ [H(w)]c : ⟨∇V (w),∇fi(w, ζki )⟩ < 0}.
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Proof: Applying the smoothness of f :

E[f(xk+1)|xk, αk] ≤ f(xk) + E
[
⟨∇f(xk), xk+1 − xk⟩

∣∣∣∣xk, αk

]
+

L

2
E
[
∥xk+1 − xk∥2

∣∣∣∣xk, αk

]
(3)
= f(xk)− ηxE

[
⟨∇f(xk),

m∑
i=1

αk
i∇fi(xk, ζki )⟩

∣∣∣∣xk, αk

]
+

Lη2x
2

E
[
∥

m∑
i=1

αk
i∇fi(xk, ζki )∥2

∣∣∣∣xk, αk

]
= f(xk)− ηx

m∑
i=1

αk
i

〈
∇f(xk),E[∇fi(xk, ζki )|xk, αk]

〉
+

Lη2x
2

E
[∥∥∥∥ m∑

i=1

αk
i∇fi(xk, ζki )

∥∥∥∥2∣∣∣∣xk, αk

]
Def (3.1.1),Assump (3.1.4)

≤ f(xk)− ηxc∥∇f(xk)∥2
∑

i∈H(xk)

αk
i

− ηx
∑

i∈[H(xk)]c

αk
iE[⟨∇f(xk),∇fi(xk, ζki )⟩|xk, αk] +

Lη2x
2

E
[∥∥∥∥ m∑

i=1

αk
i∇fi(xk, ζki )

∥∥∥∥2∣∣∣∣xk, αk

]
≤ f(xk)− ηxc∥∇f(xk)∥2

∑
i∈H(xk)

E[αk
i ]− ηx

∑
i∈[H(xk)]c

αk
iE[⟨∇f(xk),∇fi(xk, ζki )⟩|xk, αk]

+ Lη2x

[
E
∥∥∥∥ ∑

i∈H(xk)

αk
i∇fi(xk, ζki )

∥∥∥∥2

+ E
∥∥∥∥ ∑

i∈[H(xk)]c

αk
i∇fi(xk, ζki )

∥∥∥∥2]
Lemma 3.2.1,ζi are independent

≤ f(xk)− ηxc∥∇f(xk)∥2
∑

i∈H(xk)

E[αk
i ] + ηxB

2
∑

i∈[H(xk)]c

E[αk
i ]

+ Lη2x

[∥∥∥∥ ∑
i∈H(xk)

αk
i∇fi(xk)

∥∥∥∥2

+
∑

i∈H(xk)

(αk
i )

2E
[
∥∇fi(xk, ζki )−∇fi(xk)∥2

]

+ E
∥∥∥∥ ∑

i∈[H(xk)]c

αk
i∇fi(xk, ζki )

∥∥∥∥2]
l2 norm is convex, jensen’s inequality

= f(xk)− ηx
∑

i∈H(xk)

αk
i (c− Lηx

∑
i∈H(xk)

αk
i )∥∇f(xk)∥2

− ηx
∑

i∈[H(xk)]c

αk
iE

[
⟨∇f(xk),∇fi(xk, ζki )⟩|xk

]

+ Lη2xσ
2

∑
i∈H(xk)

(αk
i )

2 + Lη2x
∑

i∈[H(xk)]c

αk
iE

[
∥∇fi(xk, ζki )∥2

∣∣∣∣xk

]
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ηx≤ c

2L
∑

i∈H(xk)
αk
i

, Assump 3.1.4

≤ f(xk)− c
∑

i∈H(xk)

αk
i ηx∥∇f(xk)∥2 (3.7)

− ηx
∑

i∈[H(xk)]c

αk
iE

[
⟨∇f(xk),∇fi(xk, ζki )⟩

∣∣∣∣xk, αk

]
+ Lη2xσ

2
∑

i∈H(xk)

(αk
i )

2

+ Lη2xB
2

∑
i∈[H(xk)]c

αk
i

Denote Neg(x) := {i ∈ [Hk(w)]c : E⟨∇f(x),∇fi(x, ζki )⟩ < 0}

Line (3.7) becomes:

E[f(xk+1)] ≤ f(xk)− c
∑

i∈H(xk)

αk
i ηx∥∇f(xk)∥2 + ηxB

2
∑

i∈Neg(xk)

αk
i

+ Lη2xσ
2

∑
i∈H(xk)

(αk
i )

2 + Lη2xB
2

∑
i∈Hc(xk)

αk
i

E[f(xk+1)− f ∗]
SC

≤
(
1− cµ

|H|
m

ηx

)
[f(xk)− f ∗] + ηxB

2
∑

i∈Neg(xk)

αk
i

+ Lη2xσ
2
∑
i∈H

(αk
i )

2 + Lη2xB
2
∑
i∈Hc

αk
i

Since ∀i, j ∈ H : αk
i = αk

j and
∑

i∈H αk
i ≤ 1, Therefore: ∀ i ∈ H : αk

i ≤ 1
|H| =⇒∑

i∈H(α
k
i )

2 ≤ 1
|H|

=⇒ E[f(xk+1)− f ∗] ≤
(
1− cµ

|H|
m

ηx

)
[f(xk)− f ∗] + ηxB

2
∑

i∈Neg(xk)

αk
i

+
Lη2xσ

2

|H|
+ Lη2x|Hc|B2

∑
i∈Hc

(αk
i )

2

Strongly convex case: µ > 0 : ηx = (2k+1)m
(k+1)2|H|µc
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E[f(xk+1)− f ∗] ≤ k2

(k + 1)2
[f(xk)− f ∗] +

(2k + 1)m

(k + 1)2|H|µc
B2

∑
i∈Neg(xk)

αk
i +

L(2k + 1)2σ2

(k + 1)4µc

m2

|H|3

+ L
(2k + 1)2m2

(k + 1)4|H|2µ2c2
|Hc|B2

=⇒ β(k + 1) ≤ β(k) +
(2k + 1)m

|H|µc
B2

∑
i∈Neg(xk)

αk
i +

L(2k + 1)2σ2

(k + 1)2µc

m2

|H|3
+ L

(2k + 1)2m2

(k + 1)2|H|2µ2c2
|Hc|B2

2j+1
j+1

≤2

≤ β(k) +
(2k + 1)m

|H|µc
B2

∑
i∈Neg(xk)

αk
i +

4Lσ2

µc

m2

|H|3
+ L

4m2

|H|2µ2c2
|Hc|B2

recusion

≤ mB2

|H|µc

k∑
j=0

[
(2j + 1)

∑
i∈Neg(xk)

αj
i

]
+

4Lσ2

µc

m2

|H|3
(k + 1) + L

4m2

|H|2µ2c2
|Hc|B2(k + 1)

with β(k) = k2E[f(xk)− f ∗]

Let’s bound:
∑k

j=0

[
(2j + 1)

∑
i∈Neg(xk) α

j
i

]
Following Lemma 3.2.4, the term

∑
i∈Neg(xk) α

j
i will be 0 if Neg(xk) = ∅ or ∀i ∈

Neg(xk),∃k′ < k : i ∈ Neg(xk
′
). We use those observations to conclude that:

k∑
j=0

[
(2j + 1)

∑
i∈Neg(xj)

αj
i

]
≤ (m− |H|)(2k + 1) (3.8)

We finally conclude that:

E[f(xk+1)− f ∗] ≤ mB2(m− |H|)
|H|µc

2k + 1

(k + 1)2
+

4Lσ2

(k + 1)µc

m2

|H|3
+ L

4m2

(k + 1)|H|2µ2c2
|Hc|B2

(3.9)

E[f(xk+1)− f ∗]

2j+1
j+1

≤2

≤ mB2(m− |H|)
|H|(k + 1)µc

+
4Lσ2

(k + 1)µc

m2

|H|3
+ L

4m2

(k + 1)|H|2µ2c2
|Hc|B2.

(3.10)

□

3.3 An inner loop for α

Another logical variation of the baseline Algorithm 4, is instead of doing only one gradient
step for α, we will permit it to run for a sufficient number of iterations each round, the
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Algorithm 6 Adaptive mixing weights SGD with inner loop for α

Require: x0 – starting point.
1: for r = 0, 1, . . . do
2: receive M stochastic gradients ∇fi(xr, ζri ) from all workers.
3: Run Algorithm 7 for K iterations and receive αr

4: xr+1 = xr − ηx
∑M−1

i=0 αr
i∇fi(xr, ζri )

5: end for

Algorithm 7 Adaptive mixing weights SGD

Require: α0 initial averaging vector. xr current model state , i ∈ [m],∇fi(xr, ζri ), Vali-
dation loss V .

1: for l = 0, 1, . . . , L do
2: x+ = xr − ηx

∑m
i=1 α

l
ifi(x

r, ζri )

3: α̂l+1 = αl − ηα
∂V (x+)

∂α

4: Project αl+1 onto probability simplex
5: end for
6: return αL as αr

idea behind this variation is to find the solution of the following problem:

argmin
α∈P

hr(α) := ftarget(x
r − ηx

m∑
i=1

αi∇fi(xr, ζri )). (3.11)

Saying differently, each time r the goal is to find the best mixing weights α∗ to apply for
the gradients received at time r. Concretely, the methods are as described in Algorithms
6 and 7.

3.3.1 Analysis

To analyze the method described in Algorithms 6 and 7, we will start by the presenting
the following Lemma:

Lemma 3.3.1 Let r ≥ 0, and xk is generated by Algorithm 6, denote hr(α) := f(xr −
ηx

∑m
i=1 αi∇fi(xr, ζri ))

f is L-smooth =⇒ hr is Lh-smooth, (3.12)

f is convex =⇒ hr is convex, (3.13)

with Lh := Lη2xmB2.

Proof: Let α1 and α2 be in Rm.
denote x1 := xk − ηx

∑m
i=1 α

1
i∇fi(xk, ζki ) and x2 := xk − ηx

∑m
i=1 α

2
i∇fi(xk, ζki )
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following the smoothness of f :

f(x1) ≤ f(x2) + ⟨∇f(x2), x1 − x2⟩+ L

2
∥x2 − x1∥2

= f(x2) + ηx⟨∇f(x2),
m∑
i=1

(α2
i − α1

i )∇fi(xk, ζki )⟩+
Lη2x
2
∥

m∑
i=1

(α2
i − α1

i )∇fi(xk, ζki )∥2

∥
∑m

i=1 ai∥2≤m
∑m

i=1 ∥ai∥2

≤ f(x2) + ηx⟨∇f(x2),
m∑
i=1

(α2
i − α1

i )∇fi(xk, ζki )⟩

+
Lη2xm

2

m∑
i=1

(α2
i − α1

i )
2∥∇fi(xk, ζki )∥2

≤ f(x2) + ηx

m∑
i=1

(α2
i − α1

i )⟨∇f(x2),∇fi(xk, ζki )⟩+
Lη2xmB2

2
∥α1 − α2∥22, (3.14)

From the other side:

∂hk(α
2)

∂α
=

∂f(xk − ηx
∑m

i=1 α
2
i∇fi(xk, ζki ))

∂α

=

[
∇f(x2)

∂x

]T[
∂(xk − ηx

∑m
i=1 α

2
i∇fi(xk, ζki ))

∂α

]
= −ηx

[
∇f(x2)

∂x

]T[
∇f1(xk, ζk1 ), . . . ,∇fm(xk, ζkm))

]
= −ηx

[
⟨∇f(x2),∇f1(xk, ζk1 )⟩, . . . , ⟨∇f(x2),∇fm(xk, ζkm)⟩

]
,

Thus:

⟨∂hk(α
2)

∂α
, α1 − α2⟩ = −ηx

m∑
i=1

(α1
i − α2

i )⟨∇f(x2),∇fi(xk, ζki )⟩, (3.15)

Plugging 3.15 into 3.14: we get

hk(α1) ≤ hk(α2) + ⟨
∂hk(α

2)

∂α
, α1 − α2⟩+ Lη2xmB2

2
∥α1 − α2∥22.

Therefore hk is smooth with respect to α with parameter Lh = Lη2xmB2.

The second statement of the lemma is easy enough to see. □

In addition to Lemma 3.3.1 that proved the smoothness of hr is linked with the smooth-
ness of f . We need an additional assumption of the strong convexity of hr.

Assumption 3.3.2 for any round r ≥ 0, with xr generated by Algorithm 6, the function
hr is strongly convex with parameter µh:

∀α1, α2 ∈ Rm : hr(α
1) ≥ hr(α

2) + ⟨∇hr(α
2), α1 − α2⟩+ µh

2
∥α1 − α2∥2
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Algorithm 8 DFO Adaptive mixing weights

Require: x0 – starting point, α0 initial averaging vector. Validation loss V
1: for r = 0, 1, . . . do
2: Receive M stochastic gradients ∇fi(xr, ζri ) from all workers
3: Run a defined DFO algorithm to find the best α
4: xr+1 = xr − ηx

∑M−1
i=0 αr

i∇fi(xr, ζri )
5: end for

3.4 DFO to preserve privacy

A major flaw in our proposed approach is the added requirement by the server of having an
unbiased validation set of the wanted stochastic objective. This violates one of the premises
on which standard FL is built: Interdiction of raw data sharing. To solve this, we
propose a variation where we use a Derivative Free Optimization (DFO) algorithm to
update α. This change eliminates the need for a validation set to construct a differentiable
validation function. Instead, depending on the used DFO algorithm, the server queries the
worker that has ftarget as objective with candidates model states {xj}, j ∈ [candidates #]
formed with candidate α’s, after which the worker responds with the validation loss value,
and then the DFO algorithm is executed to find the best α among the candidates. We refer
the reader to [21] for a comprehensive survey on DFO literature. Concretely, the baseline
Algorithm turns into Algorithm 8.
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Chapter 4

Experiments

The goal behind the experiments is to illustrate the harm caused by byzantine workers
when giving the updates received by them the same weights as those received from helpful
workers. as well as how our approach eliminates their effect.

We perform experiments using a toy example and real datasets with multiple byzantine
behaviors to show that the method converges towards an optimum in both parameters and
mixing weight spaces. The experiments include differentiation and derivative-free methods.
all experiments were done within PyTorch 1.13.0 environment , using MNIST dataset and
the automatic differentiation therein.

4.1 Experiments on synthetic data

Setup: we consider a two-workers case for visualization purposes and assume target has
logistic loss: ftarget(w) =

1
n

∑n
j=1 log(1 + exp(−yijaTijw)), where a is the data matrix stored

in target with n = 1000 and d = 2, data points and feature space dimension, respectively.
and y is the label vector of size n, worker 2 has their own data matrix and label vector ā, ȳ
with the same shapes. we artificially shift apart the point with 1 and −1 labels by adding
two different gaussian vectors to each label. To simulate byzantine behavior, we switch
the added vectors for worker 2. Practically, making points of label 1 in target similar to
points of label −1 in worker 2 and vice versa.

To learn the best mixing weights using our approach, we reserve 20% of the data stored
in target for validation, we use a shared step size ηx = ηα = 0.1.

We compare SGD with uniform mixing weights and SGD with the weights learned
using our method. The results are summarized in figure 4.2. We notice that mixing
weights converge towards (1, 0) as expected since worker 2 is harmful by construction.
And subsequently, we notice divergence of uniform SGD and convergence with learned
optimal mixing weights.
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Figure 4.1: target and Worker 2 have different data distributions (opposite), qualifying
worker 2 as harmful in the training process.
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Figure 4.2: SGD with uniform mixing weights (orange line) and with adaptive mixing
weights (blue line), -step size for SGD with uniform alpha had to be chosen smaller for
illustration purposes-
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Figure 4.3: Odd-indexed workers holding different digits succeeded in straying the training
from reaching an optimum and increasing the validation loss when uniform weights are
used. adaptive weights gradually reduced their impact and canceled it completely very
early in the training.

4.2 Experiments on real datasets

4.2.1 MNIST dataset

The experiments that were done usingMNIST dataset [7] for digit classification represent a
real-world deployment of the method to show its effectiveness in cases where only stochastic
gradients are available. The experiments aim to optimize the weights of a 2-layer fully
connected neural network, each layer has 64 nodes, generating a nonconvex loss function.
10 workers are involved in the training with such as workers holding odd indexes are harmful
and those with even indexes are helpful (Under the convention that target hold index 0).
During all the following experiments, a batch size of 10% of the data stored in each worker
is used to generate the stochastic gradients, To simulate harmful workers, we test multiple
scenarios that are listed in the following:

Disjoint labels

In this scenario, we provide even indexed workers with images of digits from 0 to 4 and the
others with digits from 5 to 9. Obviously, odd-indexed workers have a different distribution
from the even-indexed, and thus they are harmful. The results when experimenting with
this scenario are summarized in Figure 4.3.

Shuffled labels

In this scenario, we provide images from all the digits to all the workers but shuffled the
labels in the odd-indexed workers. effectively, making the data stored in them wrong and
untrustworthy and qualifying them as harmful for the training. the results are summarized
in Figure 4.4.
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Figure 4.4: Odd-indexed workers holding shuffled labels derailed the training when the
uniform mixing weights, while adaptive weights insured convergence.

4.2.2 EMNIST Dataset

In this part, we experiment with the EMNIST dataset [5]. the dataset is an extension of the
standard MNIST dataset. by adding letters in both lowercase and uppercase, this dataset
is more complete. In this collaboration scenario, we set up a scenario where there are
4 workers, the first three workers hold images of digits, uppercase letters, and lowercase
letters respectively. and the fourth worker is byzantine images with wrong labels. the
validation set has images from all three categories and therefore to improve the validation
accuracy all the workers have to collaborate. The model used is a neural network following
ResNet18 [10] architecture. the results are resumed in Figure 4.5.

4.3 Experiments with variations of the baseline algo-

rithm

All the experiments so far were implemented using the standard baseline Algorithm 4, This
section presents the results using the proposed variations that each solve a particular issue
with the baseline algorithm.

4.3.1 SignSGD for α

The experiments in this part were performed on MNIST dataset [7] with a 2-layer network
architecture. The labels in half of the 10 involved workers (odd-indexed) are shuffled to
simulate byzantine behavior. The results are presented in Figure 4.6.

4.3.2 Inner loop for α
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Figure 4.5: Heterogeneity embedded in the updates received from worker 4, harmed the
training greatly when using standard SGD.
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Appendix A

Algorithms

A.1 Federated Averaging

Algorithm 9 FedAvg: Federated Averaging

Require: x0 Starting point, Step size η, Number of local steps L.
1: for k = 0, 1, . . . do
2: Sample a subset of clients S ⊂ [n].
3: Broadcast current model state x to S.
4: on parallel for i ∈ S do:
5: Initialize local models y0i ← x.
6: for l = 0, . . . , L do
7: Generate a stochastic gradient gli.
8: yi ← yi − ηgli.
9: end for
10: Send ∆yi ← yi − x to server
11: end parallel computation
12: x← x+ η

|S|
∑
i∈S

∆yi.

13: end for
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